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LISKEARD SCHOOL AND COMMUNITY COLLEGE    
 

E-SAFETY POLICY 
 

 

Related Policies 

• Safeguarding & Child Protection Policy 

• Behaviour for Learning Policy 

• Anti-Bullying Policy 

• Screening, Searching and Confiscation Policy 

• Data Protection Policy 

 

1.0 General Statement 

 
This policy applies to all members of the Liskeard School community (including staff, students, 

volunteers, parents/ carers, visitors, community users)  who have access to and are users of 

Liskeard School ICT systems, both in school and remotely. 

The Education and Inspections Act 2006 empowers the Head teacher, to such extent as is 

reasonable, to regulate the behaviour of students when they are off the school site. This is 

pertinent to incidents of cyber-bullying, or other e-safety incidents covered by this policy, which 

may take place outside of the school, but is linked to membership of the school.   

2. Roles and Responsibilities 

 

2.1 Governors 
Governors are responsible for the approval of the E-Safety Policy and for reviewing the 

effectiveness of the policy. This will be carried out by the Governors receiving regular information 

about e-safety incidents and monitoring reports. A member of the Governing Body has taken on 

the role of E-Safety Governor. The role of the E-Safety Governor will include:   

• working alongside the E-Safety Co-ordinator on the action points arising from the 360 review 

tool 

• feeding back to the full governing body  

          2.2 Head teacher 
• the Head teacher  has a duty of care for ensuring the safety (including e-safety) of members 

of the school community, though the day to day responsibility for e-safety will be delegated to 

the E-Safety Co-ordinator. 

• the Head teacher and Senior Leadership Team should be aware of the procedures to be 

followed in the event of a serious e-safety allegation being made against a member of staff.  

• the Head teacher is responsible for ensuring that the E-Safety Co-ordinator and other relevant 

staff receive suitable training to enable them to carry out their e-safety roles and to train other 

colleagues, as relevant.   

• the Head teacher will ensure that there is a system in place to allow for monitoring and support 

of those in school who carry out the internal e-safety monitoring role. This is to provide a safety 

net and also support to those colleagues who take on important monitoring roles.  

• the Senior Leadership Team have access to the log of E-Safety incidents through the online 

reporting system My Concern. 
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2.3 E-Safety Co-ordinator  
• reviews E-Safety practices in school using the 360 safe review package 

• takes day to day responsibility for E-Safety issues and has a leading role in establishing and 

reviewing the school E-Safety policy documents issued 

• provides training and advice for staff and parents through the monthly distribution of an E-

Safety newsletter 

• liaises with the Child Protection Officers and Technical Services Manager (TSM) where 

necessary 

• receives reports of E-Safety incidents through My Concern which are used to inform future E-

Safety developments. 

• attends relevant Governors meetings 

• reports regularly to Senior Leadership Team (once a term). 

 

2.4 Technical staff:  
The TSM is responsible for ensuring:  

• that the school’s technical infrastructure is secure and is not open to misuse or malicious attack 

• that users may only access the networks and devices through a properly enforced password 

protection policy, in which passwords are regularly changed 

• the filtering policy  is applied and updated on a regular basis.  

• that they keep up to date with e-safety technical information in order to effectively carry out 

their e-safety role and to inform and update others as relevant 

• that the use of the network is regularly monitored (once a week), reports generated and sent 

to the E-Safety Co-ordinator and Heads of Year for follow up.   

• that monitoring software/systems are implemented and updated as and when necessary. 

•   there will be occasions when the ICT technical team will need to override aspects of the staff 

AUP for the purposes of doing their job. For example, accessing other staff laptops. 

 

2.5 Teaching and Support Staff 
are responsible for ensuring that they: 

• read the Liskeard School e-safety policy and are familiar with its practices 

• read, understood and sign the Staff Acceptable Use Policy (AUP) 

• report any suspected e-safety incidents  to the relevant people in line with the Behaviour for 

Learning Policy (HOY for students; Head teacher for staff)  

• carry out all digital communications with students, parents and carers in a professional manner 

and only using official school systems  

• try and avoid carrying a combination of student names, addresses and dates of birth by 

removable device. If unavoidable then this is only permitted using a school issued encrypted 

memory stick issued by the ICT technicians. They are available from the technicians’ office and 

will need to be signed for.  

• encourage students to understand the issues surrounding e-safety and the importance of the 

Acceptable Use Policy (AUP) 

• ensure students understand the need to avoid plagiarism and uphold copyright regulations 

• monitor the use of devices (mobile; tablet; school PC; flip cameras etc) in lessons to the best of 

their ability. 

It is accepted that from time to time, for good educational reasons, students may need to research 

topics (e.g. racism, drugs, discrimination) that would normally result in internet searches being 

blocked.  In such a situation, staff can enter their own login details in order to ‘override the filter’ for 

students to access particular sites. It is the responsibility of the member of staff to have previously 

checked the suitability of these sites. Students are given access for 45 minutes, after which time the 

site can no longer be accessed by the student.  Websites which are needed for longer periods of 

study can be unfiltered by the TSM.  Staff making such requests are required to do so through the 

Helpdesk. Clear reasons need to be given as to why it is needed.  Records of requests are kept.   
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2.6 Child Protection Officers  

Should be trained in e-safety issues and be aware of the potential for serious child 

protection/safeguarding issues to arise from: 
• sharing of personal data  

• access to illegal/inappropriate materials 

• inappropriate on-line contact with adults/strangers 

• potential or actual incidents of grooming 

• cyber-bullying 

 

2.7 Students: 
• are responsible for using the Liskeard School digital technology systems in accordance with the 

Student Acceptable Use Policy 

• should understand the need to avoid plagiarism and uphold copyright regulations 

• should understand the importance of reporting online abuse, misuse or access to 

inappropriate materials and know how to do so as outlined in the Student Acceptable Use 

Policy (AUP) 

• should understand the importance of adopting good e-safety practice when using digital 

technologies out of school and realise that the Liskeard School can take action if incidents 

take place online which break the school Behaviour for Learning Policy.  

2.8 Parents/Carers  
Parents/carers play a crucial role in ensuring that their children understand the need to use the 

internet/mobile devices in an appropriate way. Liskeard School will take every opportunity to help 

parents understand these issues through emails to parents about how they can help keep their 

child safe online.  Parents and carers will be encouraged to support Liskeard School in promoting 

good e-safety practice and to follow guidelines on the appropriate use of: 

• digital and video images taken at school events 

• their children’s personal devices which they may bring to school as part of Bring Your Own 

Device (BYOD). 

 

3. The teaching of E-Safety 

 

Whilst regulation and technical solutions are very important, their use must be balanced by 

educating students to take a responsible approach.  The education of students in e-safety is 

therefore an essential part of the school’s e-safety provision. Children and young people need 

the help and support of the school to recognise and avoid e-safety risks and build their resilience. 
 

E-safety should be taught as a discrete topic (in line with best practice), however staff should take 

every opportunity to reinforce e-safety messages across the curriculum. The e-safety curriculum 

should be broad, relevant and provide progression, with opportunities for creative activities and 

will be provided in the following ways:  

• a planned e-safety curriculum should be provided as part of PSCHE programme  

• key e-safety messages should be reinforced as part of a planned programme of assemblies 

• students should be taught in all lessons to be critically aware of the materials/content they 

access on-line and be guided to validate the accuracy of information. 

• students should be taught to acknowledge the source of information used and to respect 

copyright when using material accessed on the internet 

• students should be helped to understand the need for the Student Acceptable Use Policy and 

encouraged to adopt safe and responsible use both within and outside school. 

 

3.1 Training 

It is essential that all staff receive e-safety training and understand their responsibilities, as outlined 

in this policy. Training will be offered as follows: 
• E-Safety training is incorporated into the cycle of Tier 2 training which staff receive every three 

years.   
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• all new staff should receive e-safety training as part of their induction programme, ensuring 

that they fully understand the school e-safety policy and AUPs.  

• the E-Safety Coordinator will receive CEOPS Ambassador training and access to the latest 

advice and guidance through the CEOPS site as a result of attending the course.  

• the E-Safety Coordinator will provide training to individuals as required.   

• Governors should take part in e-safety training/awareness sessions. There will be an annual 

update of key messages to the full governing body.  

 

3.2 Technical – infrastructure/equipment, filtering and monitoring   

The school is responsible for ensuring that the school network is as safe and secure as is 

reasonably possible.  Broadly speaking: 

• there will be regular reviews and audits of the safety and security of school technical systems 
• servers, wireless systems and cabling must be securely located and physical access restricted 

• all users will have clearly defined access rights to school technical systems and devices.  

• all users will be provided with a username and secure password by the TSM who will keep an 

up to date record of users and their usernames. Users are responsible for the security of their 

username and password. 

• the “master/administrator” passwords for the school ICT system, used by the TSM must also be 

available to the Head teacher or other nominated senior leader and kept in a secure place 

(e.g. school safe). 

• the TSM is responsible for ensuring that software licence logs are accurate and up to date and 

that regular checks are made to reconcile the number of licences purchased against the 

number of software installations  

• internet access is filtered for all users. Illegal content (child sexual abuse images) is filtered by 

the broadband or filtering provider by actively employing the Internet Watch Foundation list.  

Content lists are regularly updated and internet use is logged and regularly monitored. There is 

a clear process in place to deal with requests for filtering changes. 

• the school has provided enhanced/differentiated user-level filtering (allowing different filtering 

levels for different ages/stages and different groups of users – staff/pupils/students, e.t.c.) 

• School technical staff regularly monitor and record the activity of users on the school technical 

systems and users are made aware of this in the AUP.  

• reports concerning misuse of the internet are generated daily and sent to the E-Safety Co-

ordinator.  
• appropriate security measures are in place to protect the servers, firewalls, routers, wireless 

systems,  work stations, mobile devices, etc, from accidental or malicious attempts which 

might threaten the security of the school systems and data. These are tested regularly. The 

school infrastructure and individual workstations are protected by up to date virus software. 

• an agreed policy is in place for the provision of temporary access of “guests” (e.g. trainee 

teachers, supply teachers, visitors) onto the school systems. 

• if staff need a new programme installed on their school device then they must hand the 

device into the technical team. Staff are not permitted to install programmes on school 

devices themselves. 

  

 

4. Bring Your Own Device (BYOD)  

 

Bring your own device (often shortened to BYOD) is the term used to describe the connection of 

a personally-owned device (such as a laptop, smartphone or tablet) to a wi-fi network provided 

by a company or other organisation, in this case Liskeard School. The educational opportunities 

offered by mobile technologies are being expanded as a wide range of devices, software and 

online services become available for teaching and learning, within and beyond the classroom.  

This has led to the exploration of users bringing their own technologies into school in order to 

provide a greater freedom of choice and usability. 

 

Students and staff using BYOD are subject to internet filtering (set at the strictest setting of the 

filtering levels within school) and students and staff are expected to abide by the AUPs they have 
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signed.  Student signatures are checked by the tutor and staff forms are collected and chased by 

the Head’s PA. 
 

4.1 Consequences for Misuse/Disruption (one or more may apply):  

• access to the wireless network will be removed.  

• device taken away for the day.  

• device taken away and kept in the Year Head Office until parent picks it up.  

• student is not allowed to use personal devices at school.  

 

Serious misuse of Internet capable devices is regarded as a serious offence within the School’s 

Behaviour for Learning Policy and will be dealt with in accordance with this policy.   

 

4.2 Emails protocols  

Liskeard School encourages emails as the main form of written communication between staff as 

part of our sustainable school’s strategy and because of its potential to improve communication 

and reduce workload.  However, it is important that staff adhere to some simple protocols: 

 

• avoid blanket emails; select recipients carefully. Inboxes become overcrowded very quickly. 

We need to avoid this or people will become overloaded or will simply not bother to read 

emails 

• users should be responsible for setting up and using distribution lists effectively, e.g. Y9 tutors.   

• for non-urgent messages for all staff, the message should be emailed to the Admin member 

responsible for collating information for the weekly Bulletin.  

• addressee boxes should be checked carefully – it is very easy to send the wrong item to the 

wrong person – it is annoying for the recipient and could be embarrassing for the member of 

staff sending the message. 

• be specific in the subject line about the context of the email. 

• emails to students should be about school work only and not used as a means of personal 

communication. Always use work email addresses not your own personal email address.  The 

use of Chat rooms such as ‘Facebook’ is also inappropriate between teachers and current 

students unless a specific group page has been set up for educational reasons.  

• staff are advised not to write an email when cross or annoyed.  A face to face meeting is 

always better. 

• emails tend to be an informal text and more in common with talk rather than letters or 

memos. However, without facial expression to accompany the words, offence can be 

caused. Staff are advised to take care with their emails. A rule of thumb is: ‘if you would not 

like the head or governors to read it, it is not appropriate for a work email’   

• no offensive language should be used in any email as emails can be used as contractual 

evidence and presented in any case of grievance. 

• if staff are emailing parents, it is essential that they check the standard of their written 

communication and are careful about the tone. Emails to parents should be treated in the 

same way as a letter. They should be written as a formal text.  
 

4.3 Use of digital and video images  
The development of digital imaging technologies has created significant benefits to learning, 

allowing staff and students instant use of images that they have recorded themselves or 

downloaded from the internet. However all stakeholders  need to be aware of the risks 

associated with publishing digital images on the internet. Such images may provide avenues for 

cyberbullying to take place. Digital images may remain available on the internet forever and 

may cause harm or embarrassment to individuals in the short or longer term. It is common for 

employers to carry out internet searches for information about potential and existing employees. 

The school will inform and educate users about these risks and will implement policies to reduce 

the likelihood of the potential for harm:   

• when using digital images, staff should inform and educate students about the risks 

associated with the taking, use, sharing, publication and distribution of images. In particular 

they should recognise the risks attached to publishing their own images on the internet e.g. 

on social networking sites 
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• in accordance with guidance from the Information Commissioner’s Office, parents/carers 

are welcome to take videos and digital images of their children at school events for their own 

personal use (as such use is not covered by the Data Protection Act). To respect everyone’s 

privacy and in some cases protection, these images should not be made publicly available 

on social networking sites, nor should parents/carers comment on any activities involving 

other students in the digital/video images. This will be communicated to students/parents/the 

public through one of the following ways: 

a) a message on event programmes;   

b) a message on the plasma screen; 

c) verbally announced.  

• staff are allowed to take digital/video images to support educational aims, but publication of 

such images must be in line with parent permissions (on individual SIMS records)  

• those  images should only be taken on school equipment, the personal equipment of staff 

should not be used for such purposes 

• care should be taken when taking digital/video images that students are appropriately 

dressed and are not participating in activities that might bring the individuals or the school 

into disrepute  

• students must not take, use, share, publish or distribute images of others without their 

permission  

• Photographs published on the website, or elsewhere that include students will be selected 

carefully and will comply with good practice guidance on the use of such images 

• students’ names will be used online in accordance with parent permissions (on individual 

SIMS records). 
 

4.4 Data Protection 
Personal data will be recorded, processed, transferred and made available according to 

General Data Protection Regulation (GDPR) rules 2018. In terms of data protection and e-safety 

all users must ensure that they:   

• at all times take care to ensure the safe keeping of personal data, minimising the risk of its loss 

or misuse. 

• use personal data only on secure password protected computers and other devices, 

ensuring that they are properly “logged-off” at the end of any session in which they are using 

personal data. 

• never share their passwords with anyone.  Doing so may result in disciplinary procedures for 

staff.  Students will be dealt with in line with the Behaviour for Learning Policy.  
 

4.5 Use of Social Media 
Social media sites can be used by staff for educational purposes. However a set of protocols must 

be adhered to: 

• the school Twitter account will be run by the SMART Publicity and Web Manager. 

• Staff who wish to create Facebook or other social media accounts for educational purposes 

must inform the E-Safety Co-ordinator in advance. 

• the member of staff who created the account is responsible for checking the 

appropriateness of the comments made by students on the site. Any issues must be reported 

to the E-Safety Co-ordinator as soon as they arise. 

• any misuse of sites by students must be reported (in line with the school’s Behaviour for 

Learning Policy) 

 

In terms of personal social media activity school staff should ensure that: 

• they do not make reference to any students, parents or carers  

• they do not engage in online discussion on personal matters relating to the school  

• they do not make any comments which may bring the school into disrepute. 

In the light of a complaint being made, Liskeard School reserves the right to ask to look at the 

member of staff’s personal social media account. 
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Liskeard School’s use of social media for professional purposes will be checked regularly by the 

SMART Publicity and Web Manager to ensure compliance with the Social Media, Data Protection, 

Communications, Digital Image and Video Policies.   

 

4.6 Unsuitable/inappropriate activities 
The school believes that the activities referred to in the following section would be inappropriate 

in a school context and that users, as defined below, should not engage in these activities in 

school or outside school when using school equipment or systems. This policy restricts usage as 

follows:  
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Users shall 

not visit 

Internet sites, 

make, post, 

download, 

upload, data 

transfer, 

communicat

e or pass on, 

material, 

remarks, 

proposals or 

comments 

that contain 

or relate to:  

 

 

Child sexual abuse images –The making, 

production or distribution of indecent images of 

children. Contrary to The Protection of Children Act 

1978 

    X 

Grooming, incitement, arrangement or facilitation 

of sexual acts against children Contrary to the 

Sexual Offences Act 2003. 

    X 

Possession of an extreme pornographic image 

(grossly offensive, disgusting or otherwise of an 

obscene character) Contrary to the Criminal 

Justice and Immigration Act 2008 

    X 

criminally racist material in UK – to stir up religious 

hatred (or hatred on the grounds of sexual 

orientation) - contrary to the Public Order Act 1986    

    X 

pornography    X   

promotion of any kind of discrimination    X   

threatening behaviour, including promotion of 

physical violence or mental harm  

   X   

any other information which may be offensive to 

colleagues or breaches the integrity of the ethos of 

the school or brings the school into disrepute 

   X   

 Radicalisation, extremist views, hate material and 

anything related to weapons construction 

   X  

Using school systems to run a private business    X  

Using systems, applications, websites or other mechanisms that bypass 

the filtering or other safeguards employed by  the school / academy 

   X  

Infringing copyright    
 

X 

Revealing or publicising confidential or proprietary information (eg 

financial / personal information, databases, computer / network 

access codes and passwords) 

   
 

X 

Creating or deliberately propagating computer viruses or other harmful 

files 

   X  
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Unfair usage (downloading / uploading large  files that hinders others 

in their use of the internet) 

   X  

On-line gaming (educational)  X    

Student on-line gaming (non educational) outside of lesson time   X    

On-line gambling    X  

On-line shopping / commerce for educational reasons   X   

File sharing eg: DropBox X     

Use of social media for educational purposes X     

Use of messaging apps for educational purposes X     

Use of video broadcasting eg Youtube for educational purposes    X     

Student  use of social media for personal reasons outside of lesson time  X     

Staff use of social media for personal reasons during lesson time      X  

 

4.7 Reporting e-safety incidents  

E-safety issues which involve the safety of students should be reported in line with the schools’ 

Safeguarding and Child Protection Policy. Any issues which relate to staff / community users 

should be reported directly to the Head teacher.  

 

4.8 Sanctions for e-safety incidents  
It is important that any e-safety incidents are dealt with as soon as possible in a proportionate 

manner, and that members of the school community are aware that incidents have been dealt 

with. It is intended that incidents of misuse will be dealt with in line with the school’s Behaviour for 

Learning Policy and dealt with on a case by case basis. However, broadly speaking the following 

sanctions may apply: 

 

Students  Actions / Sanctions   

Incidents: 

To
 b

e
 d

e
a

lt
 w

it
h

 b
y
 t

h
e

 

c
la

ss
 t

e
a

c
h

e
r 

 

To
 b

e
 d

e
a

lt
 w

it
h

 b
y
 t

h
e

 

H
e

a
d

 o
f 

F
a

c
u

lt
y
  

R
e

fe
r 

to
 H

e
a

d
 o

f 
Y

e
a

r 
 

R
e

fe
r 

to
 H

e
a

d
 t

e
a

c
h

e
r 

 

R
e

fe
r 

to
 P

o
lic

e
 

R
e

fe
r 

to
 t

h
e

 T
S
M

 f
o

r 

a
c

ti
o

n
 r

e
 f

ilt
e

ri
n

g
 /

 

se
c

u
ri
ty

  
 

In
fo

rm
 p

a
re

n
ts

 /
 c

a
re

rs
 

R
e

m
o

v
a

l 
o

f 
n

e
tw

o
rk

 /
 

in
te

rn
e

t 
a

c
c

e
ss

 r
ig

h
ts

 f
o

r 

a
n

 a
p

p
ro

p
ri
a

te
 p

e
ri
o

d
 o

f 

ti
m

e
 

W
a

rn
in

g
 a

n
d

 A
ft

e
r 

S
c

h
o

o
l 
D

e
te

n
ti
o

n
 

In
te

rn
a

l 
E
x
c

lu
si

o
n

 

E
x
te

rn
a

l 
E
x
c

lu
si

o
n

 

Deliberately accessing or trying to access 
material that could be considered illegal. 

   

 

 

X 

 

X 
      

Unauthorised use of non-educational sites 
during lessons 

X           

Unauthorised use of mobile phone / digital 
camera / other mobile device in lessons 

 
 X         

Unauthorised use of social media /  
messaging apps / personal email in lessons 

X     X      
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Appendices 

A: Student Acceptable Use Agreement   

B: Staff Acceptable Use Agreement Policy 

C:  Preventing radicalisation 

 

  

Unauthorised downloading or uploading of 
files in lessons 

X     X      

Allowing others to access the school 
network by sharing username and 
passwords 

  X   X X X X 
 

 

Attempting to access or accessing the 
school network, using another student’s 
account 

  X   X X X X 
 

 

Attempting to access or accessing the 
school network, using the account of a 
member of staff 

   X      X 
 

Corrupting or destroying other students’ 
work 

X           

Sending an email, text or  message that is 
regarded as offensive, harassment or of a 
bullying nature  

  X    X  X   

Continued infringements of the above, 
following previous warnings or sanctions 

 X X    X   X X 

Actions which could bring the school into 
disrepute or breach the integrity of the 
ethos of the school 

      X   
 

X 

Using proxy sites or other means to bypass 
the schools’ filtering system 

  X   X  X X   

Accidentally accessing offensive or 
pornographic material and failing to report 
the incident 

  X   X X 
 

   

Deliberately accessing or trying to access 
offensive or pornographic material 

  X    X X  X  

Receipt or transmission of material that 
infringes the copyright of another person or 
infringes the Data Protection Act 

  X   X X  X   
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Student Acceptable Use Policy September 2021 

Please read this carefully.  You will not be allowed to use ICT in school until you have signed and 

returned this letter.  

Equipment 

• Do not attempt to install or store programs of any type on school computers. 

• Immediately report any damage or faults with ICT or software to your teacher. 

• Never tamper with computer equipment or their connections. 

• If you chose to bring your own ICT equipment into school, then you are responsible for its 

safety. You will follow the rules set out in this agreement in the same way as if you were 

using school equipment. 

• If you borrow school ICT you must return it to the person who let you use it. 

• You must only use ICT in school if the teacher agrees it is helping you learn.  Activities such 

as social media, chat, buying or selling goods, gaming, watching non-educational movies 

and videos are strictly forbidden in lesson times. 

 

Security and Privacy 

• Keep your password to yourself; If you think anyone else knows your password change it 

straight away. NEVER use someone else’s logon name or password.   

• Either log out or use CTRL + ALT + DELETE or  L to lock your computer if you leave it 

unattended. 

• Other computer users should be respected and should not be harassed, harmed, 

offended or insulted.  Such actions are treated in the same way as other types of bullying. 

• Respect other’s work and never claim you are the author of other people’s work 

• All your internet activity is logged and your home drive monitored.  Anything you create, 

upload or download in school remains the property of the school and may be monitored 

or deleted at any time without notice.  Any inappropriate use is reported to your Head of 

Year who will decide on a sanction. This could involve informing your parents/carers, 

detention, Internal Exclusion, or in extreme cases referral to the Head Teacher or External 

Exclusion.  

 

Internet 

• Do not reveal personal information about yourself or others when on-line (so don’t include 

names, addresses, email addresses, telephone numbers, age, school etc.) 

• NEVER arrange to meet someone in person if you met them online first even if they are 

friends of friends.  You must tell a teacher if an online friend suggests meeting up. 

• Inappropriate material is anything that makes you feel uncomfortable or anything you 

would rather others didn’t see.  Immediately report any unpleasant or inappropriate 

material or messages and never search for or post such material.  

• Mobile phones and other communication devices can only be used for leisure before 

registration and after the end of school. 

• You will not try to make large downloads or uploads that might take up internet capacity 

and prevent other users from carrying out their work. 

• Copyright Law says it is against the law to copy or use anything on the internet without the 

permission of the author, if in doubt speak to a member of staff.   

• When using the internet to find information, check that the information is accurate as 

some material may not be truthful and may be a deliberate attempt to mislead you. 

• Creating social media or web pages in the name of the School or of any other company 

or person is strictly not allowed. 

• Taking pictures/video/audio recordings of staff is not allowed and can result in exclusion. 

Appendix A 
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• You will not take or distribute images videos or audio of anyone without their permission. 

• You understand that you must not post negative comments about people online or by 

messaging or email.  Let teachers know immediately if such posts are ever written about 

you. 

• You understand that the Academy has the right to take any action against you if you are 

involved in incidents or inappropriate behaviour covered in this agreement, even when 

you are out of school and where they involve your membership of the Academy 

community (e.g. cyber bullying, use of images or personal information). 

 

Email and other messaging apps 

• Be polite and appreciate that other users might have different views from your own. The 

use of strong language, swearing or aggressive behaviour is NOT acceptable. 

• Only ever contact staff using their school accounts e.g. email and Office 365.  

• Only open hyperlinks/attachments to emails if they come from someone you already 

know and trust. Attachments can contain viruses or other programs that could destroy all 

the files and software on your computer.   

• If you receive an email containing material that is violent, dangerous, racist or in any way 

unkind or makes you feel uncomfortable, tell a teacher immediately.  

 

Printing 

• All students need to be aware of the need to reduce waste and when it comes to printing 

we expect computer users to act in a responsible manner. Check “Print Preview” before 

printing, copy text and pictures/images from the Internet into an application like WORD, 

rather than printing straight from the Internet. Only send a job to the printer once and 

inform staff if it does not print – DO NOT send repeat prints. 

 

I have read and understand the above and agree to use the school computer facilities within 

these guidelines. 

 

Student Name:  ________________________________ Signature: ____________________________ 

 

Tutor Group:       _________________ 

 

I have read and understand the above. 

 

 

Parent/Guardian Name: _________________________ Signature: _____________________________ 
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Staff Acceptable Use Policy September 2021 

All staff are required to read the following document and sign by way of agreement.  This is 

effectively an aide memoire.  For further guidance on your legal obligations and for advice in 

dealing with any ICT related issue please refer to the E-Safety detailed policy or contact IT 

Support.  For each of these rules, the Head Teacher reserves the right to grant permission in 

individual cases. 

 

1. I will ensure that I comply with the requirements of GDPR based on the guidance that has 

been provided and is accessible on the website and if in doubt will speak with the school’s 

Data Controller for guidance. 

 

2. I will keep all passwords secure and request that students do the same.  Never share 

passwords.  If you suspect someone knows one of your passwords, change it immediately.  

Other than in cases of hacking, you remain responsible if others log in to any site using your 

username and password.  Nobody must use your device if it is logged into your account 

 

3. I am aware that if I choose to use any personal device, memory stick or storage device then 

this must be protected by either a password known only to me or biometric. I accept that 

using an email app, ICT staff could be given written authorisation by the Head Teacher to 

reset my phone to factory settings deleting all personal data on it.  ICT staff do not have any 

access to phone data and can at no time see what the phone is being used for.  I will ensure 

any device used is up to date with anti-virus protection. 

 

4. I will lock or log out of any device if left unattended and request students do the same.  Press 

CTRL + ALT + DELETE and choose to ‘Lock my computer’ / L/or close the lid of a laptop if 

you leave a device unattended.  Confidential information such as SIMS and emails must not 

under any circumstances be accessible by students.  Any confidential information printed 

out must be protected and finally shredded.   

 

5. I will return all IT equipment to a locked cupboard or to IT support when not in use.  We 

cannot claim insurance for IT equipment which is taken WITHOUT forced entry.  If you see any 

IT equipment that could be taken without forced entry you should secure it.  You may be 

expected to pay towards repairs or replacement if damage is caused by lack of reasonable 

care. 

 

6. I will not contact a student using my personal phone or give a student my number. A ‘School’ 

phone is a mobile or line owned and monitored by the school and should be used.  Personal 

mobile or phone numbers MUST NEVER be given out or used unless the safety of the student is 

directly at risk (in such cases, senior staff should be informed at the earliest opportunity and 

any record of the number removed from the device). 

 

7. I won’t endorse students, staff or Governors use of personal email accounts. Governors, staff 

and students are issued with a school owned email account and this is the one that should 

be used without exception.  
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8. I understand that email is a written record and copies can be requested. I will always be polite 

and not include inappropriate or derogatory content. I will take time to check who I am 

sending to and will not add in new recipients before considering the whole past trail. 

 

9. I will only ever use ‘school’ online accounts to contact any student directly.  A ‘school’ online 

account is any social media or other account owned by the school such as our email and 

O365 or any site which has been set up with at least two staff as administrators with full 

access, one a post holding teacher.  You must lock down your personal account so that only 

minimal information can be accessed by students. Ask for specific advice about any site. 

 

10. I will enforce the student AUP correctly to help keep children safe.  We want to encourage 

students to use ICT in responsible and safe ways, this is everyone’s responsibility.  

 

11. I will never use working hours for any personal IT use.  All staff can use school IT equipment on 

site and off site including at home.  During school hours, IT cannot be used for personal 

browsing, personal shopping, personal gaming, personal advertising through SMART email 

systems or personal social media.  Accessing material unsuitable for use in schools due to 

offensive or adult rated content on a school device at any time may lead to disciplinary 

measures.  

 

12. I will never knowingly infringe copyright or endorse or encourage others to do so.  It is your 

responsibility to make sure that any audio, video, images, text or software you use is not in 

breach of copyright. 

 

13. I understand that any files or media created, uploaded or downloaded using school 

software, network or equipment remains the property of the school and may be monitored or 

withdrawn at any time without notice.   For additional security, if it is felt necessary to view 

your history or files without your permission then this will only be done by the network 

manager under direct request from the Head Teacher or Leadership Team member in 

charge of E-Safety. 

 

14. If I become aware of any member of staff accidently or knowingly breaking the conditions of 

the AUP I will immediately bring it to their attention.  If the situation is not remedied I will 

inform a senior leader.  Our normal procedure would be to discuss the issue at the first 

opportunity and to assume a genuine error had occurred.  

 

15. I understand E-Safety is everyone’s responsibility and I will regularly role model safe use and 

enforce the use of the student AUP.  Encourage students to use ICT wherever it helps learning, 

and keep trying new approaches so they can benefit fully, but at the same time ensure they 

follow rules to keep them safe. 

 

16. I understand images or videos of staff or students can only be shared if the subjects have 

authorised it.  Parents are asked each year for their authorisation.  Any copies not shared 

(e.g. in a shared drive) must be deleted at the earliest opportunity.   

 

 

Name ____________________________________________ 

 

I confirm I have read this AUP ____________________________________   

 

Date ___________  
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Preventing radicalisation 
 

Protecting children from the risk of radicalisation should be seen as part of schools’ and colleges’ 

wider safeguarding duties and is similar in nature to protecting children from other forms of harm 

and abuse.  During the process of radicalisation, it is possible to intervene to prevent vulnerable 

people from being radicalised. 

 

Radicalisation refers to the process by which a person comes to support terrorism and forms of 

extremism.1 There is no single way of identifying an individual who is likely to be susceptible to an 

extremist ideology.  It can happen in many different ways and settings.  Specific background 

factors may contribute to vulnerability which are often combined with specific influences such as 

family, friends or online and with specific needs for which an extremist or terrorist group may 

appear to provide an answer.  The internet and the use of social media, in particular, has 

become a major factor in the radicalisation of young people. 

 

As with other safeguarding risks, staff should be alert to changes in children’s behaviour which 

could indicate that they may be in need of help or protection.  Staff should use their judgement 

in identifying children who might be at risk of radicalisation and act proportionately, which may 

include making a referral to the Channel programme.  As with any safeguarding concern, staff 

are directed to report this to the Designated Safeguarding Lead (DSL) or Assistant DSLs. 

 

In line with Keeping Children Safe in Education (September 2020 and further up-dated in January 

2021), Liskeard School and Community College (LSCC) has a duty to have “due regard2 to the 

need to prevent people from being drawn into terrorism.”3  This duty is known as the Prevent duty, 

which builds on existing local partnership arrangements (e.g. Local Safeguarding Children Board) 

and recognises the importance of effective partnership with parents/carers to spot any signs of 

potential radicalisation.  At LSCC, staff are required to complete face to face training or an e-

learning channel awareness programme4, which focusses on providing support at an early stage 

to people who are identified as being vulnerable to being drawn into terrorism.  It provides a 

mechanism for schools to make referrals if they are concerned that an individual might be 

vulnerable to radicalisation.  Staff at LSCC are provided each September with a hard copy of 

Part 1 of the latest Keeping Children Safe in Education and asked to sign that they have read and 

understood this.  Staff are notified of any further up-dates in-year. 

  

The Government has launched educate against hate5, a website designed to equip school and 

college leaders, teachers and parents with the information, tools and resources they need to 

recognise and address extremism and radicalisation in young people.   

 

_____________________________________________________________________________ 

 

• 1 Extremism is vocal or active opposition to fundamental British values, including democracy, 

the rule of law, individual liberty and mutual respect and tolerance of different faiths and 

beliefs, including calls for the death of members of our armed forces, whether in this country or 

overseas. 

• 2 “having due regard” means that the authorities should place an appropriate amount of 

weight on the need to prevent people being drawn into terrorism when they consider all the 

other factors relevant to how they carry out their usual functions. 

• 3 “Terrorism” for these purposes has the same meaning as for the Terrorism Act 2000 (section 

1(1) to (4) of that Act). 

• 4 https://www.elearning.prevent.homeoffice.gov.uk 

• 5 http://educateagainsthate.com 

https://www.elearning.prevent.homeoffice.gov.uk/
http://educateagainsthate.com/

